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KISTI, R&D Partner for the
Better Soaety

Provide Research Infrastructures

For the advancement of
national scientific, technical, and
industrial development

p
KREONET & GLORIAD

As a national institute focused on S&T information, supercomputing, and research networking,
KISTI plays a key role in facilitating the national R&D competitiveness




Background of KREONET-S*

< Nationwide 17 Regional Centers in Korea (~100Gbps), 3 International Connections to the US and China
(~20Gbps), Global Research Networ* *‘Collaboratlons (GLIF & GLORIAD),

NorthernLight
106/glo-ru

EgyptLight

BinLightlipdia)

Toward Software and User driven Virtualized, Dynamic, and Flexible Environme
nt
from Hardware-based Fixed, Closed Network Infra & Services
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Global Ring Network for Advanced Applications Development
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KREONET (Top 10)
Advanced Applications

Deterministic Network
Performance and QoS
for ~100G Data Transfer

User-oriented Dynamic &

Flexible Networks
for Time-to-Research &
Time-to-Collaboration

Very Reliable and Security-
guaranteed Networks
for Collaborative Research
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Global Collaborations

filw ® X

Map of the ONOS/ICONA OpenFlow network, running on a slice of the GTS testbed facility offered
by GEANT.

Simulated
Radar (4)

RLIGHT"™

New Network Environment
for Global and Domestic
Experimenters & Researchers
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S c 14 Evaluations/Demonstrations of 100 Gbps
Disk-to-Disk WAN File Transfer Performance =)
An SC14 Collaborative Initiative Among NASA and Several Partners Nm”.am;)
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Use Case: Global Science

File Transfer

Source: ONOS ICONA Project, SC14 Demos, StarLight's SDX Project




The Next: KREONET-S*

e« KREONET-S* Main Goals

— Carrier-grade Reliable ‘““Public SD-WAN” Operations
* Distributed Controls and 24 x 7 Network Operations

— New User Interfaces, Services, and Experiences
— Multi-vendor and Multi-layer Network Infrastructure

* Principal Building Blocks
— Northbound (Apps & Services): VDN, UoV, vSciZ, etc.
— Southbound: OpenFlow, TLI, NETCONF, etc.

— East-Westbound: Distributed Controls
* KISTI/KREONET - ONQOS Affiliate (in a joint effort with KAIST)
* Service Composition: KREONET COREEN Platform, vSciZ, etc.




The Next: KREONET-S*

KREONET-S* Applications & Services: High Performance, Advanced Security, New User Services &

Experiences

Multi-
Layer

VDN (Virtual UoV (User oriented vSciZ (Virtual KREONET
Dedicate Network) Visibility) Science DMZ) COREEN SD-WAN Technology & NOC
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KREONET-S* Controller Infrastructure: Carrier-grade High Availability/Failover and Scalability

Controller Domain

Controller Domain Controller Domain
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The Next: KREONET-S*

* Embracing Open Technologies
— OpenFlow, OVS, OPNFV, OpenStack, Many others..

— ONOS Affiliate
* Technical collaborations for ONOS deployment

* Setting up discussion channel for operational experiences
 Applying various SDN applications on KREONET-S*

ONOS Vision for Service Provider Networks

Enabling Service Provider SDN adoption for carrier-grade service and network innovation

Limited Service Flexibility
Lack of Agility

Proprietary closed control plane

Proprietary hardware

Today’s Closed l;letworks
y7

i

D

Service Innovation

APP APP APP

o S

1 Network Function as a Service

&
ONOS (Carrier-grade SDN Control Plane)

]

Migration path for
existing networks

White box Network

Network Innovation

Source: Introducing ONOS, http://onosproject.org/software/

(switches and servers)

1’/

VALUE 1

ONOS in 2015

Robust HA/Performance  Evolution of NB/SB Best OS Strong Architecture True
Core Leadership Abstractions and APls Practices Shepherding Meritocracy
Hierarchical + Build Community of More carriers + Diverse
Modularity oEcrty peer-to-peer ONOS Developers + Contributors Vendors
New WAN/Service 055/8SS Integration \Pv6 Community Test Lab Education/Qutreach

Provider use cases

DEPLOYMENT

| POCs/Deployments

| Research Networks
| (Internet2..)

Target different networks
Including WAN, NFV, Cellular..

Solution Providers

REAL PRO POINTS

Realistic trials and deployments

Deployments with

Europe/Asia
(DREAMER..)

with service providers and partners




KREONET-S* Roadmap

KREONET
SOFTWARIZATION
Phase | by 2017

Link]
" Northernlight
|0G/glo-ru

.. First Year (2015) -
\ Seoul, Daejeon RCs
o O, 2~ User Sites

HKLight {

w KRIBE w
fis '

@
Biul ightlipdia)

KREONET & GLORIAD

KORENINIA)

Third Year (2017)
Two National/International
RC/GigaPoP
30~ User Sites

Second Year (2016)

== TWwo National RCs

o A

|0~ User Sites
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KREONET-S* Service Types
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jore Pure SDN Services

- Deterministic QoS & Performance

- Virtually Isolated User Group Networks
" - Enhanced Security & New User Experiences
: Org-53 - User-centric Open Networking Environment

SDN-IP Services
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&~ /. SDN Control T::::r::‘ : "'""""u,“ - SDN-to-Internet Extended Connectivity
: :  Domain Domains ¢ 3 - Traffic-engineered AS Transit (DC to DC)
5 ¢ (KREONET- : ;i .
“, o ( 5) (GLORIAD, *,, o - Partial Guarantee of QoS & Performance
OrgS*. TEIN, etc) Orgl* - Partial Security, but still New User Experiences
Federated SDN Services
’.“... oo, /" SDN Control SDN Control ,.‘----..,..“‘ - Inter-SDN Connectivity & Federated Resources
§ % Domain Domains % - Virtually Isolated Networks on Inter-Cluster SDN
s & (KRE(S))NET' (lntem)etz’ ;, § - Deterministic Guarantee of QoS & Performance
*, N etc. o/l o . .
fremmens *enanneet - Enhanced Security & New User Experiences

Org-$* Org-S$*
- Extended Connectivity with SDN-IP
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Deployment 2015 - Overall Design

ONOS ONOS ONOS ONOS
VM (B VM VM VM

OVS and Experiments

ONOS ONOS ONOS ONOS
VM VM VM VM

OVS and Experiments

Server Server Server Server
VM VM VM VM
Daejeon . . Seoul
R(: nIOG nIOG R(:

410G

Core Node “ Core Node

User Organization(s) User Organization(s)
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Deployment 2015

* Softwarization of KREONET: Daejeon and Seoul Centers

Controller Servers

OVS/Experiment
Servers

13




Deployment 2015

* Deployment Status as of Today

KREONET-S* 7-Node ONOS Cluster: Distributed Controls

'ﬁ' Master @Stand-by (slave)
Daejeon ONOS Instances

Seoul ONOS Instances
PM#2

PM#3
Build_VM

Deploy_VM#1

) Deploy VM#2  Deploy_VM#3

Deploy_VM#4

Deploy VM#6  Deploy_VM#7

[
PR

\
1
1
\
y

Open vSwitch 2

Arista 7050SX
(Edge Node)

Brocade MLXe-8

Open vSwitch
(Core Node)

Ciena 5410

e ————— ]
Sl SS Arista 7050SX
— Brocade MLXe-8 (Edge Node)
Ciena 5410 (Core Node)
(Optical) (Optical) s 10Gbps x 1
1 Gbps x 10
14




Deploymen

Jpera ting System

Deajeon

t 2015 - ONOS GUI

ONOS Summary

_) mwsio _) 7236111 _)_ 172.16.1.5 __l 172.16.1.6 1721617 172.16.1.8 172.16.1.9
17216110 7Zein 1721615 17216.1.6 1721617 721618 721619
# switches: ¥ Switches: 2 = # Switches: 1 # Switches: 2 # Switches: O # Switches: 7 # Switches: 1 Devices - 16
Links 85
Ho n

KRE NET-S
*

Operations &

. . Avrista 7050sx
Simulation

6373 K8

10.10.720.3

@

unknown

Multiple links

Daejeon

s |
23]

Arista

050 B

Topology SCCs: 2

fntents a

Tunnels a

Flows n3

Version 1.2.1kreonet

08:00:27:EC:4D:87/-1

7EBEIE MAC 08:00:27.EC.4D:87
10.10.100.2 - 0.0.0.0,10.10.50.2, 10.10.2
P
0.2
vLAN none
Brocade MLXe-8 Latitude
[N Longitude

Welcome to Open Network Operating System (ONOS)!

Hit '<tab>' for a list of available comnands
and '[emd] --help' for help on a Specific command.
Hit '<ctrl-d>' or type 'system:shutdown' or 'logout’ to shutdown ONOS.

Brocade MLXe-8

list
LEVEL 160 , List Threshold: 50
state | | versi

Activ

Active
Active
Active
Activ

Active
Active
Active
Activ

Active
Active
Active
Active
Active
Active
Active
Active
Active
Active
Active

nples
Conmons Lang

Apache Commons Lang

Apache Commons Configuration

- —®

| m 0.0.0.0
\OVS

OVs

The Netty Project
Netty/Common

Netty/Buffer

Netty/Transport
Netty/Handler

Netty/Codec
Netty/Transport/Native/Epoll
Commons Pool

OVvs

Metrics Core

Jackson Integration for Metrics
minimal-json

Kryo

ReflectAsM

Guava: Google Core Libraries for Java




KREONET-S* Applications

* Virtual Dedicate Network (VDN) &
User-oriented Visibility (UoV)

— VDN: OpenFlow/ONQOS-based Dedicate Bandwidth
Provisioning Network for User Groups on Demand

— UoV: Virtual Network Visualization & Monitoring

 Virtual ScienceDMZ

— Very High Performance Distributed Science Cloud &
Advanced Experimental Environment (being designed)

* ONOS SDN Apps & Use Cases
— SDN-IP (being experimented & deployed)
— Packet-Optical, Segment routing (planning)




VREONETS) Virtual Dedicate Networks

Virtual Dedicate Network

* Design Principles

— User-Group based

Authentication/Authorization

* Root user *controls*, General users *use*
— Easy-to-Use User Interface
* Simple and Rapid: several-click Easy, ms Fast

— User-oriented Network Visualization

and Monitoring

e \irtuial NlararAa

[ o0u

ONOS GUI for VDN

Web-based Ul Visualization
VDN Create View f§ VDN Update View
VDN Core

i User Manager

! i , Synchronization Manager
Il Login Handler Register Handler [ i |

|| |

! VDN Manager

! Database Manager
Hl Path Finder Meta Info Collector OstavalieiObject
Link Allocator Port Allocator [l Data Access Object

ONOS Reactive Forwarding App for VDN

ONdS Controller |

rls, TAnAlAaowv AanAd Nnaratinnal Attre

Apps ‘[ onos-gui-vdn rl onos-app-fwd-vdn |"

VREOMET S Virtual Dedicate Networks

Virtual Network Name:

User(s)

Select Your VN name &

Edge Node(s)

[ Logout |

Bandwidth: 1G/10G

KREOVETL) Virtual Dedicate Networks

&4 B4 Link available BW, VMIPM IP address,

PM/VM(s)
Nodes List VM List
KREONETS-Seoul-KIST| Sshin-server01
KREONETS-Daeleon-KISTI Sshin-server02

KREONETS-Dasieon-KAIST

|:| Status : (created successfully, etc.)

| see ] B |

VMPM upidown, node up'down, link upidown

Physical Network
8 § mPMoon
P g Linkdown
Link ug: -
) ) rosep
) roce coun
® 7
- Link click
] a

434 EAl M to VM/PM latency, E2E path available BW,
VM/PM IP address, VM/PM upfdown, link upidown

Virtual Network

a2
]

n
Link down PM down
0004

B
Piup

Linkup

@ o)

VMIPM click VMIPM click
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Virtual Dedicate Network

Z Open Network Operating System

) 17216110 )} 721ean ) 1721615 ) 1721616 1721617 ) 172.16.1.8 ) 721618 ONOS Summary
17218110 rzwsLn 721615 72ie16 72617 72618 721619
# Switches: 2 # Switches: 2 = # Switches: 1 # Switches: 2 # Switches: O # Switches: 7 # Switches: 1 Devices * 16

Links ¢ 95
Hosts n
Topology SCCs: 2

intents a

Tunnels a

Flaws 13

Version 1.2.1kreonet

@) os:00:27:EC:aD:87/1

637.3 KB . ERH ‘ MAC ¢ 08:00:27:EC:4D:87

10.10.700.2 P 0.0.0.0.10.10.50.2, 10,10.2
0.2

VLAN none

Latitude
Longitude

unknown m

unknown

Each User Group can See &
Manipulate ONLY their own VDN

Daejeon

unknown

49735 KB

J
10.10:40.3 §

unknown




Virtual Dedicate Network

* KISTI-KAIST Joint Development

— VDN Prototype | Design and Implementation (2015)

— VDN management modules, dedicate & isolated
network allocation: being applied to KREONET-S*

e o ame:

= ) e Netwark Operating Systam

e . e
KREONET-S* el Bl B B EAEE
VDN Manager

= ) Opon Nenwonk Goerntinig Syshomn

Netwo! p e ll
HEHEEsEsEsEss 0 i - B
NE?—S* Virtual Dedical ks - )
3 R——— . . = | I ==
e e | O [ 7o
wenl @ S o * = - . —
s [ "
i I —
ToEDUET o e e By —— “
L
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SDN-IP

* KISTI-ON.Lab Joint Deployment & Experiment
— Daejeon-Seoul Experimental Testbed (2015)

— End-to-End Communications via KREONET-S SDN and
BGP Network Domains

KREONET-S* SDN Domain
(Traffic-engineered/QoS-guaranteed)
A BGP Domain A BGP Domain

in Daejeon in Seoul

End Users End Users
Legacy IP Network Domain

20




SDN-IP Testbed

* Testbed Configurations in Detail

— eBGP and iBGP peerings between BGP speakers,
external routers & ONOS SDN-IP applications

KREONET-S* ONOS/SDN-IP & BGP Speakers

End-HostO|1 % 10.100.10.1 10.100.20.1
10.100.30.1 10.100.40.1

10.10.10.0/24

p End-Host02

10.10.20.0/24

BGP-SpeakerOQ| AS65001 BGP-Speaker02

eBGP

10.10040  Asespo1
10.10040.2 =1 Daejeon ONOS Instances I Seoul ONOS Instances

AS65002
External-RouterO|

AS65003
External-Router02

e
»
0
7
0

(>

Edge Node (AR) in Daejeon  Core Node (BR) in Daejeon Core Node (BR) in Seoul  Edge Node (AR) in Seoul

PortID: 5

PortID: 6
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KREONET-S* (Plan)

Advanced Apps/Users

Researchers & Experimenters

SDN/NFV
Apps &
Services

& vScience
DMZ
Services

Services

COREEN

COREEN/
SDN/NFV
Apps & |
Services /.

-
- ~
- r-m

Apps &
Servic_es

Platform

COREEN/
IP/SDN-IP

SDN/non-
SDN

Infrastructure
Operations &
Management




Conclusions

* KREONET-S* Making HAPPEN

— New SDN Service Provider Network Deployment
— Distributed Controls and Resilient SDN Operations
— VDN & UoV for New User Services and Experiences

e Further Work

— Keep Testing and Experimenting on Distributed Controls

* Failover & Operational Issues, Performance, etc.
— VDN & UoV Enhancement: Ul, Performance, Stability
— New Technology Deployment & Experiments with ON.Lab
— Global Project & Testbed Participations with KAIST, PRP, etc.




Thank Youl!

Questions and/or Comments to
mirr@Kkisti.re.kr




