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Security Issue/Attack

SDN Layer Affected or Targeted

Application
Layer

App-Ctl
Interface

Control 
Layer

Ctl-Data
Interface

Data 
Layer

Unauthorized Access e.g.
• Unauthorized Controller Access/Controller Hijacking
• Unauthorized/Unauthenticated Application X X

X
X

X X

Data Leakage e.g.
• Flow Rule Discovery (Side Channel Attack on Input Buffer)
• Credential Management (Keys, Certificates for each Logical Network) 
• Forwarding Policy Discovery (Packet Processing Timing Analysis) X X

X
X
X

Data Modification e.g. 
• Flow Rule Modification to Modify Packets (Man-in-the-Middle attack) X X X

Malicious/Compromised Applications e.g.
• Fraudulent Rule Insertion X X X

Denial of Service e.g. 
• Controller-Switch Communication Flood
• Switch Flow Table Flooding

X X X
X

Configuration Issues e.g. 
• Lack of TLS (or other Authentication Technique) Adoption
• Policy Enforcement
• Lack of Secure Provisioning

X
X
X

X
X
X

X
X
X

X

X

X

X

System Level SDN Security e.g.
• Lack of Visibility of Network State X X X
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Solution to Security Issue Research Work
SDN Layer/Interface

App App-Ctl Ctl Ctl-Data Data

Unauthorized Access Securing Distributed Control, Byzantine-Resilient SDN
Authentication for Resilience
PermOF
OperationCheckpoint
SE-Floodlight
AuthFlow

X
X
X
X

X
X
X

X
X

X
X
X

X

X
X X

Data Leakage

Data Modification

Malicious Applications FortNox
ROSEMARY
LegoSDN

X
X
X

X

X

X
X
X

X

Denial of Service AVANT-GUARD, CPRecovery
VAVE
Delegating Network Security

X
X X

X
X
X

X
X
X

X
X
X

Configuration Issues NICE
FlowChecker, Flover, Anteater, VeriFlow, NetPlumber
Security-Enhanced Firewall, FlowGuard, LPM
Frenetic, Flow-Based Policy, Consistent Updates
Shared Data Store
Splendid Isolation
Verificare, Machine-Verified SDN, VeriCon

X
X
X
X
X

X
X

X

X
X

X
X
X
X
X
X

X
X
X
X
X

X

X

X

System Level SDN Security Debugger for SDN
OFHIP, Secure-SDMN
FRESCO

X

X X X

X
X
X



Controller Source Version Release Architecture Objective Security Features

ONOS ON.Lab Avocet 1.0.0 2014 Distributed High-availability,
Scale-out, Performance

Security-mode ONOS 
proposed for v2

OpenDaylight OpenDaylight
Project

Helium (Karaf
0.2.0)

2014 Distributed Enterprise-Grade Performance, 
High Availability

AAA Service, 
Foundation of Security 

Group

ROSEMARY KAIST, 
SRI International

- 2014 Centralized Robust, secure, and 
high-performance NOS

Process Containment, 
Resource Usage 
Monitoring, App 

Permission Structure

Ryu NTT 3.13 2012 Centralized, Multi-
Threaded

High quality controller for 
production environments

Secure control layer 
communication

SE-Floodlight SRI International Beta 2 2013 Centralized Security-enhanced version of 
Floodlight controller

Security enforcement 
kernel (AAA)
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S. Scott-Hayward, ‘Design and deployment of secure, robust, and resilient SDN Controllers’, IEEE Conference on Network Softwarization (NetSoft), April 2015.
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OpenFlow Controller Article, Floodlight Architecture and Relationships, 

http://www.admin-magazine.com/ 
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OpenvSwitch (10.80.80.10)

Host (10.80.81.45)

OpenvSwitch (10.80.80.11)

Host (10.80.81.55)

Floodlight (10.80.80.12)

CircuitPusher Required 

Permissions:
• read_topology
• flow_mod_route
• set_flow_priority
• flow_mod_drop

S. Scott-Hayward, C. Kane, S. Sezer, ‘Operation Checkpoint: SDN Application Control’, IEEE 22nd International Conference on Network Protocols (ICNP), 2014.
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Floodlight Regular Resource Consumption

Memory Exhaustion Attack
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Memory Exhaustion Attack killed by Resource Monitor





CSIT – SDN/Security Characteristics   – Attacks/Vulnerabilities – Solutions – Security Enhancements – Best Practices 



CSIT – SDN/Security Characteristics   – Attacks/Vulnerabilities – Solutions – Security Enhancements – Best Practices 



CSIT – SDN/Security Characteristics   – Attacks/Vulnerabilities – Solutions – Security Enhancements – Best Practices 



CSIT – SDN/Security Characteristics   – Attacks/Vulnerabilities – Solutions – Security Enhancements – Best Practices 



CSIT – SDN/Security Characteristics   – Attacks/Vulnerabilities – Solutions – Security Enhancements – Best Practices 

Security Enhancement Research Work
SDN Layer/Interface

App App-Ctl Ctl Ctl-Data Data

Collect, Detect, Protect Combining OpenFlow/SFlow, Active Security
Learning-IDS (L-IDS), NetFuse, OrchSec
Cognition

X
X
X X

X
X
X

X
X

X
X

Traffic Analysis & Rule Updating Resonance
AVANT-GUARD, Pedigree, OF-RHM
SDN-MTD
NICE:NIDS, SnortFlow, SDNIPS, ScalableIDS
Revisiting Anomaly Detection 
Fuzzy Logic SDN IDS

X

X
X
X
X

X
X
X
X
X
X

X
X
X
X
X
X

X
X
X

X

DoS/DDoS Protection Lightweight DDoS
CONA, DDoS Defender, DDoS Blocker

X
X

X
X

X
X X

Security Middleboxes –
Architecture and Services

Slick, FlowTags
SIMPLE-fying Middlebox
OSTMA
Covert Channel Protection
OpenSAFE, CloudWatcher
Secure-TAS
Secure Forensics

X
X

X
X

X

X

X
X
X
X
X

X

X
X
X
X
X

X
X
X
X

X
X

AAA AAA SDN
C-BAS X X

X
X

X
X

X
X

Secure, Scalable Multi-Tenancy vCNSMS, OpenvNMS, Tualatin
NetSecCloud

X
X

X
X

X X
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Forum Group Name Launch Date Objective Proposed Output

ETSI NFV Security 
Experts Group

Mar. 2013 Design security into NFV from the start 
and ensure security accreditation 

bodies address NFV

Document existing
solutions/recommended practices 
and identify subsequent research 

requirements

ONF Security Working 
Group

Apr. 2013 Define security requirements for 
OpenFlow SDN architecture

SDN Security Standards Documents
Threat Model/Analysis Document

ITU-T Study Group 
SG11/SG13

(SG17)

Jun. 2013 Contribute to standardization of SDN Recommendations

ETSI ISG Network Functions Virtualization Security Expert Group (http://www.etsi.org/technologies-clusters/technologies/nfv)
Open Networking Foundation Security Working Group. (https://www.opennetworking.org/technical-communities/areas/services)
ITU-T SG13 Future Networks - Questions Under Study. (http://www.itu.int/en/ITU-T/studygroups/2013-2016/13/Pages/questions.aspx)
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Flow 

Table

Condition Action Set

Field 1

Src IP

Field 2

Src Port

Field 3

Dst IP

Field 4

Dst Port

1 5 [0,19] 6 [0,19] { (drop) }

1 5 [0,19] [7,8] [0,19] { (set field1 10), (goto 2) }

1 6 [0,19] [6,8] [0,19] { (forward) }

2 [10,12] [0,19] [0,12] [0,19] { (set field3 6), (forward) }
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