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Convergent SDI & Open-Source SW/HW
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Providing Intelligence All services that are
Flexible and Adaptable

= Providing User-defined, Intelligent, and
Flexible/Adaptable SmartX Services

G
T
II!I



SmartX Box: Inter-Connected
Functions inside Boxes/Sites
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Building/Operating & Playing
with Open Federated (Shared)
Playground
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Open Federated Playground for SDI R&D
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OpenStack:
Automated

Provisioning
(Installation & Configuration)
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Automated Installation/Configuration of
OpenStack-leveraged Playground?
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Automated Installation/Configuration Tool:

Internet
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Automated Installation/Configuration:
Step #1 - Linux Installation
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Ubuntu MaasS (Metal As A Service)

Baremetal Provisioning Tool

...........

Cemmesnaning semats

| : - - uunt: .- L [P, B - |
Support istribution Ubuntu, CentOS, Windows

Automatically Manage installed Ubuntu Version
Easy to Configure and to Use

Provide fast installation methods
» Curtinstaller (fast-path installer)
» Package caching

http://maas.ubuntu.com
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Automated Ubuntu 1&C Procedure

Manual Installation Automatic Installation
Installation
f Reboot Manually \JQH[QD IPMI Based @ Triggering
Power Management : Q
} Operator

\WEEN
Server

) ©)

Prepare Install CD/USB N
) Choose CD/USB Boot PXE Booting
d .
\ (7
!

Answer each questions @ .
manually Ubuntu Installation Ubuntu
(partitions, interfaces, etc..) | L Process (or Center)
Operator Repository

[ Automatic Installation & Configuration Tool ]
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Automated Installation/Configuration:
Step #2 - OpenStack Installation

/

Cloud OS Installation Tools
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Linux Distribution
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OpenStack Cloud: Devstack
Installation Case e

 Script-based OpenStack installation tool for developers (DevStack is
only targeted for Developers, but not good for general operation

» Provide the easiest way to install OpenStack: For basic configuration, only
30 minutes to install

« Install based on a configuration file

« The only one thing you should know is how to define devstack
configuration file. (local.conf); Easy to configure various environments of
OpenStack Cloud and to introduce new features into environment

» Other projects can also be easily installed by using Devstack

» OpenStack — Opendaylight controller
» OpenStack — Docker

* OpenStack — DPDK accelerated OVS
* OpenStack — Ceph

Q_FLU

ENABL

 Itis suitable for creating the development environment, not for
OpenStack Playground operation

http://devstack.org



OpenStack Cloud: Full Installation Case

OpenStack Installation for SmartX
Playground (Script-based)

 Based on the playground operation
experience, we decided to install OpenStack
by following Official OpenStack Installation
Manual (It is commonly said that it may take
1 month to finish it manually)

Suitable installation option for
OF@KOREN SmartX Multi-site Cloud
Playground

» Nova, Keystone, Neutron, Heat, Cinder,
Ceilometer, Horizon

Currently we do not leverage any DevOps
tools yet; Developed in-house a customized
script-based full-version installer (Grizzly to
Kilo iteration...).

Installation Script
Download

\ 4

Install & Configure
Nova

Install & Configure
MySQL & RabbitMQ

Install & Configure
Keystone

Install & Configure
Glance

Install & Configure
Nova

Install & Configure
Neutron

\ 4

Install & Configure
Neutron

A 4

Install & Configure
Heat

Install & Configure
Cinder

Install & Configure
Cinder

Install & Configure
Ceilometer

Install & Configure
Ceilometer

Install & Configure
Dashboard

vSW Reconfiguration

\ 4

vSW Reconfiguration

| |
v
(OpenStack Cloud>




OpenStack Installation: DevOps Tool-based
Installation
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OpenStack Installation: DevOps Tools
- SaltStack, Ansible, Puppet, Chef (1/2) -

Creators found existing
solutions to be lacking,
and wanted a very low
latency, highly scalable
remote execution and
data collection framework

PayPal, Verizon, HP,
Rackspace

Yes

Enterprise offering

Apache License v2

GitHub activity
Contributors 1,041
Commits 49 193
Branches "
Releases 82

G
T
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Disappointment that

existing tools required an
agent and made it difficult
to accomplish tasks like

rolling deployments

Blue Box_. Red Hat

Hosting/Consulting/

Training

GML Public License v3

1,003
13,627
33

b7

desperation, with the goal

of producing better

operations tools and

changing how we
manage systems”

Paypal NYSE, ADP.

Symantec, Sony

Yes

Apache License v2

355
19,595

291

I I N ™ N I~

Created “... out of fear and

Chef began as an intemal
tool for Opscode, to build
end-to-end server/
deployment tools. Soon,
its creators realized its
broader use

Bloomberg, Ancestny.com,
GE Capital, Digital
Science, Nordstrom

Yes

Apache License v2

369
12,089
177
231

Ref: “CAPS: What'’s best for deploying and managing OpenStack?”, OpenStack Summit 2015 Tokyo
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OpensStack Installation: DevOps Tools
- SaltStack, Ansible, Puppet, Chef (2/2) -

Operator Ursula/OSAD are the Oldest method to Mature support for
most straightforward deploy OpenStack. OpenStack.
and consistent Managed through the Managed through the
approach to installing  community process in  community process in
the OpenStack. the Big Tent. the Big Tent.
Salt is gaining in market  Lowest barrier to Fairly difficult to set up.
share and 1s easy to set  entry. Fastest growing  Skills not as
up, but not effective at community. transferrable to other
absorbing the upstream cloud projects.
changes.
Contributor In the OpenStack Big In the OpenStack Big In the OpenStack Big
Tent. Tent. Tent.
II Ref: “CAPS: What's best for deploying and managing OpenStack?”, OpenStack Summit 2015 Tokyo
S 23




Automated |&C for SmartX Playground:
Manual vs Automation

Manual Installation Automatic Installation
/ \ ®Installation
Triggerin
[ Reboot Manually ]é IPMI Based 99 g
Power Management : g
Operator
p
Prepare Install CD/USB @ .
) Choose CD/USB Boot PXE Booting
g \
p
Answer each questions ) @ .
— manually Ubuntu Installation Ubuntu
(partitions, interfaces, etc..) ] Process (or Center)
Operator \

Repository

:1 Configure the box after Base Configuration
installation(NIC, Account, etc.) Process

Download Openstack Packages :
[ Modify all Configuration Files ]( OpenStif_lécI:::a"atlon

ik
n
S 24
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Automated 1&C for SmartX Playground.:
DsP Template-based 1&C Concept

OF@KOREN = | OF@KOREN
s | CKA =7 | | CKB aemm | a

) B | |
<3 % L

OF@KOREN
Playground DB

)
'c /:\ OvN Manager
CHEF  Puppet
OpenStack Heat

""""""""" OF@KOREN C-KA | OF@KOREN C-KB
DsP

(Distributed x %

open stack Secured openstack

Provisioning): |

i . ] . : 5 Automated | ; : 1 |
Multi-site Box

A

Installation &
Configuration




Automated |&C for SmartX Playground:
DsP Installer - Distributed SmartX Boxes

Trigger
Installation Process

{0

Box Status & Logs

-

2

SmartX
Automation Center

\\

Design & Configure

Virtual Playgrounds

.

<:| Operator
—>

Web

User Interface

L/

Automatic 4 Center )
Maa$S Server Installation Tool Repository
PI d
Omaas ] [ oot ] :
( Leverqge - |
I [ Auto Installation ] Packages |
TFTP DHCP Web k Scripts \_ —/
\ Server Server Server j Q
Coordinator Box
Install
OS & Openstack
[ S S S VRN
/ / MM A \ \ \ \\ VM \
/ [ VM j J j ] - ] [ j j j j
n Openstack
Opel?_ftack Kilo upenstack
o openstack —)
\| Operating System | /
Operating System |) N— S
S

m
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SmartX-Boxes

Control Box

10Gbps Inter-Connected
Multi-site SmartX Boxes

(Intel ONP Servers)

Intel
ONP

GIST KORENNOC KorealU Postech Jej Uni

i Lrj Lﬁ”

UUUUU

" GIST f—‘;om'

SandBox
#1 & #2




Automated |&C for SmartX Playground:
DsP Installer 1&C Time for Multi-Site Boxes

Condition Ubuntu 14.04.1 Openstack Icehouse(Stable) Total Spend Time
OpenStack , ,

P 9min 22sec 20min 46sec
Controller

) 11min 24sec

OpenStac ) )

P 4dmin 23sec 15min 47sec
Compute

 Ubuntu Installer + DevStack Installer

« Maas Server (from GIST Coordinator Box): IBM x3650 M4 Server
» H/W Spec: Intel® Xeon E5-2630 6-cores, 32GB RAM, 646GB HDD
« Xen VM: 8 core vCPU, 8GB RAM, 80GB HDD

e SmartX Boxes: Intel ONP Server
* H/W Spec: 2x Intel® Xeon E5-2690 10-cores, 96GB RAM, 1.3TB SSD

— Selected Virtual Playgrounds are automatically

installed & configured within 21 minutes
EEEE 27




Automated 1&C for SmartX Playground:

Inter-connections for Multi-Site Boxes

<><§0 s %\§>
100 CordoiSte N
oo Complica \v/«\

N
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Automated |&C for SmartX Playground:
OvVN Inter-connection for Multi-site Boxes
Q@l"ﬁ Networking

t’ —_ % Templates
p 7

&= e g © G ® &
c G
TenantA &= TenantB <
[ Playground for Tenants
Admin SDN OvN (Overlay
Controller J vNetworking):

(Overlay Networking

viaOpenFlow+  OMOS Automated

OVSDB)

Inter-connection

Provisioni

Vxlan
Tunnels

Multi-Site
OpenStack
Cloud openstack’




Automated 1&C for SmartX Playground:
OvVN Manager Template-based Inter-
connection for Multi-site Boxes

:
Repor t
_ OvVN Manager

Networking Template

for Host A

IOS’C A - Bridge Manager

=) %% )
b RE

-~




Automated |&C for SmartX Playground:
DevOps-based Automation for Multi-site Boxes
(DsP) & Inter-Connections (OvN)

______________________________________________________

Q\\\\( \
DsP-Installer

\___ J

~N

OvN-Manager

openstack
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Operating OpenStack-leveraged SmartX
Playground

Open SmartX Portal SmartX
Opennetworking.kr / Control

. | Operator Tower
‘ SmartX.KOREN Portal (ops-koren@smartx.kr)
Smartx.koren.kr /

ONK

SmartX Operators: OF_KOREN Hetzoz 2R

Z 12K FH S ADKSHA YE FR 1) (60

Welcome to SmartX Operators: OF@KOREN Playground ...
EE HIAIR =E 2 OIAR 2R

O N K [Ops] 2FaHALIDE NETR 2N AIZ2] HHEA HIFU St F201EE €

K =S RE JeongHwan Park - AlAS 20 - 03] =5
. %'“—”’"FN (s I [Ops] 5141: [OF@KOREN Ops] BILCI 81id smartx MR 23 (1)

SmartX: OpenSource-based
Intelligent & Futuristic Infrastructure A

Korea U.

g0
KOREN-NOC

openstack”

CLOUD SOFTWARE

User-defined Virtual Playgrounds
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O
S [T Typec
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OpenStack-leveraged SmartX Playground:
Shared Resource Capacity

1 Control Box (Type C) + 4 Compute
Boxes (Type C) + 4 Data Boxes (Type D)

© &

Model Intel ONP Intel ONP

CPU

v2, 10-cores x2 2.3Ghz, 10-cores x2

96GB (12x8GB), 128GB (16x8GB),

RAM 1600Mhz 1600MHz

400GB NVMe SSD
HDD ’
800GB SSD x2 (RAID 0) o ST G

/SDD  /2TBSATAx2 (RAID 1) SiEeae

Intel 1350 (1G) x4/
Intel X520 DA2 (10G) x2

Intel 1350(1G)x2

NIC Intel X710 DA2 (10G) x2

Intel(R) Xeon(R) CPU E5-2690 Intel(R) Xeon(R) CPU E5-2650 v3,

Nova Compute

« 80 physical cores + 416 GB
Memory

e Maximum 150 M1.small
flavor VMs / Box

Neutron Network

« Data (VM) Traffic:10G
VXLAN

« External Traffic: 1G

Glance/Cinder/(Swift)

Storage
« 12 TB Ceph Volume



OpenStack-leveraged SmartX Playground:
Physical Inter-Connection Networks

S

_——. TN, T TN
Ve N, Ve \
e =< / \~\

|
// /\ lll
X Data(Ceph) . )
>~ \ /
[ \ 7

P/IM + C + D1+ D2 + Ext Networks
for easy management and isolation

Cinder volume
Storage 128G

Total available size: 12TB

% %

/
\\
\~~

4x GIST Type D Boxes




OpenStack-leveraged SmartX Playground:
Operation Challenges

» User (Developer) requirements

More functionalities
User specific customized environment

« Efficient Management & Orchestration of

Playground resources

Resource pooling and isolation
Cost and energy-aware resource management

* Reacting to unexpected circumstances
Service failures due to hardware/software issues

I  Security attacks, ...




SmartX Playground Operation Experiences:
MySQL Max_connection Configuration Issue

Block
jejunu_GM  JJ-C1 idiServer - mi.medium J§ Error Device Mo State
Mapping
« OF@KOREN Testbed Openstack
Fault H -
HIAJE] Build ofinstance f50ce99e-3512-4ca0-9c3h-5fcdd12ee342 aborted: Failure prepping block
device. b
ac 500 * couldn’t create VMs
HEEE File "fusrflib/python2 7/dist-packagesinoval/compute/manager.py”, line 2219, in
_do_build_and_run_instance filter_properties) File "fusrlib/python2 . 7/dist-
packages/nova/compute/manager.py”, line 2330, in _build_and_run_instance ‘create.error’,
fault=e) File "usrlib/python2 7/dist-packages/oslo_utils/excutils.py”, line 85, in __exit__
six.reraise(selftype_, selivalue, selfth) File “fusrlib/python2.7/dist-
packages/nova/compute/manager.py”, line 2303, in _build_and_run_instance
block_device_mapping) as resources: File "usrlib/python2 7icontextlib.py”, line 17, in __enter__
return self.gen.next() File "usrlib/python2 7/dist-packagesinova/compute/manager.py”, line 24349,
k] 2015510242 84539 2

« in/var/log/cinder-api.log

7-f3b16B531-31e9-
] Caught err

» All OpenStack Projects share single mysql
instances

»  But, default value of “max_connections” is
just 100

* Therefore, “Too many connections’ error
occurred




OpenStack-leveraged SmartX Playground:
Operation Visibility Challenge

-~ A

SmartX
Control
Tower

. V|S|b|||ty (Monitoring & Logging)
Understanding about Playground (e.g., resources,
functions, and services) availability and utilization

« Can assist the operation-side reaction for
unexpected circumstances
Need to isolated physical and virtual resources and
I associated inter-connection flows




SmartX Playground Visibility: Box-centric

Compute Memory Network

SmartX 100% 100% () 100%
Control
Tower
Operator
L1
O
L 0% - 0% _ 0%
-------------- Monitored Resource
i 63 : Visualization
N Nl M Kibana
Clustered Boxes Monitoring Tools .
mongoDB
65 pFunction Op.enStaCk .
<= Ceilometer ig elasticsearch.
b vFunction
ntop

IIII (tOp mpstat Document-based NON-Relational

Databases



SmartX Playground Visibility:
p(physical)+v(virtual) Box Resources

Data format — JSON (JavaScript Object Notation)

- Why? Simple syntax and fast; Used for document-based
database: elasticsearch uses JSON over REST API

p+v Box-centric Resource Visibility: Measurement &
Collection

- Script-based p+v Resource Collector (SmartX Agent): Parsing
resource visibility data from monitoring tool APIs

- Physical: CPU (mpstat), Memory (top), Network (ntop)
- Virtual: CPU/Memory/Network (OpenStack Ceilometer APIs)

Storage — {8 elasticsearch.
Visualization — M Kibana

°
G
S
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OpenStack-leveraged SmartX Playground:
Orchestration Challenges
@ S

Control

Bl openstac ﬁﬂ}n

» Cost and energy-aware resource management
* Need to deploy user-customized applications
(with computing resources) to the SmartX Multi-
site Cloud
* Need to support diverse (bare-metal/virtual-
Imachine/container) functions




SmartX Playground Orchestration: Efficient
Utilization of Virtualized Resources

openstack SmartX Lifecycle

SerVice CLOUD SOFTWARE - -
Service Orchestration
/~ OpenStack Heat \
Function load-
Interuc:n:ecs:cmn Resource- \J“jf)h ;’J ij ”J
efficient :ij\‘J,rf
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[Emplates
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. - \ "y Profiling
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Collector
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SmartX Playground Orchestration:
OpenStack Heat for Orchestration Service

OpenStack Heat Architecture = Orchestration service based on template
mechanisms
Control complex groups of cloud resources

Parameters

2 types of Heat templates
URL or Template File | Parameter Data - HOT (Heat Orchestration Template) — YAML
o~ - CFN (AWS CloudFormation) - JSON

Heat CLI Outputs

ReST

Parameters: Specific inputs to customize a
template during deployment (Image ID,
Network ID, Keypair ID, ...)

Heat ReST API

AMQP

Heat Engine

A Yy @ ohw Service

4 ‘ \ :

> heat - o . orchestration on
Jremplate \ ‘: ( @ Stack : \j: Cloud

§ n — A E N ,f’/;-/ Infrastructure side

openstack / A
: K \\\\\\_ ,j__ 208 _<,f//




SmartX Playground Orchestration:

Relationship between OpenStack Heat and others
i H(]?T(H_eat Mqrano i Mistral '
i o Template e E e R

Service Orchestration Tool

Automated Operation

Magnum
Container as a
service

Heat Orchestration
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Driver
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Al
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Type Driver
|VPN| |IPsec| VXLAN
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Alarming / Identity
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Service Function Chaining
Network Function

N A OpenDaylight
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<@ " Resource 5
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[ Will be implemented in Lithium
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SmartX Playground Orchestration:
OpenStack Heat Orchestration Template(HOT)

heat template version: 2015-04-30

description: Simple template to deploy a single compute instance

pRrameters:
key name:

type: string

label: Key Name

description: Name of key-pair to be used for compute instance
Tmage 14

type: string

label: Image ID

descriptiom: Image to be used for compute instance
instance typel:

type: string

label: Instance Type

description: Type of instance (flavor) to be used

D

\

resources:
my instance:
type: 0S::Nova::Server
properties:
key name: { get param: key name }

image: { get param: image id }
flavor: { get param: instance type }

# heat stack-create —f Lt 2 H yaml —P Lt2}0|E{ =
Ex) heat stack-create —f simple.yaml —P ‘key_name=userkey;image_id=ubuntul4.04;instance type=ml.small’



SmartX Playground Orchestration: Auto
Scaling for Dynamic Resource Utilization

Use OpenStack Heat Template with OpenStack Ceilometer & Load Balancer
« Load Balancer is not default services in OpenStack Neutron =» Need to install Load
Balancer

In Heat Templates, we need to define three attributes
» (OS::Heat::AutoScalingGroup

« (OS::Heat::ScalingPolicy

« OS:Ceilometer::Alarm

Ways to trigger Scaling
* Via Rest API
« Auto Scaling with Scaling Policy

OpenStack Ceilometer Metrics for ScalingPolicy
Cpu_utils

Network.Incoming.packets, Network.outgoing.packets
Memory_usage

Disk.write.bytes, Disk.read.bytes



omartX Playground Orchestration:

OpenStack Heat basec

Cloud A

Auto Scaling for 3-tier

oplication

Template

2. Ceilometer Alarm
sends an message to

3. Create new instance
based Scale-up Policy

4 OpenStack Heat )

Heat Engine

Auto Scaling Group

Auto Scaling Group

penStack \

Ceilometer

/ OpenStack Nova
i Web Instance i
e N
Web Instance
| (woom )
e \
DB Instance
NIy,

Software environment
OS: Ubuntu 14.04.3 LTS
OpenStack Kilo (Manual)

G
T
II!I

Agents
K __Scale down Policy \
. =
/ OpenStack Neutron A

/ Load Balancer \

1. Ceilometer Alarm
checks specific metrics
on target instance

V(Virtual) IP

210.114.90.69

|

Floating IP
Manager

/ 4. LLoad Balancer adds
-j\L new IP of instance to

1

LB member




SmartX Playground Orchestration:

Trigger Condition: cpu_util > 50% during 60 seconds

Demo

= @ DIp TS

[0 2=H"=0lF o[ojx| o] F IP = 37| 7| mof JEf 718 89 =Y HE HEl BEEoZ A

[ | au-65qv-fushhv 64-whubpoj72sny-server-6uriGmy7ol3l F20 10.0.0.79 m1.small root_control_box Active nova None Running 12
10.0.0.78

[0 @ au-Bbgv-fdcsmilytly-zkZ2eeool7wdu-server-sxcjjbbizkbp F20 = 1P m1.small root_control_box Active nova None Running 338
210.114.90.71

O F20 10.0.0.77 m1.smal root_control_box Active nova None Running 332

root@control-box: /home/tein/openstack - O

O EREREL

| 2 18AITE

O test 2 BAIZE

Displaying 6 items




CIl/CD on
OpenStack
Playground




Why We Need Continuous Delivery?
- Everything changes so rapidly -
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Why We Need Continuous Delivery? (1/3)

- Everything has 1ts’ evolution -

HOMERSAPIEN




Why We Need Continuous Delivery? (2/3)
- IT also has RAPID evolution -

QHE 20| B 6| AE2)

Figure 3 Cloud Computing: The Latest Evolution Of Hosting
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http://blog.karmona.com/index.php/2009/01/29/head-in-the-clouds/

Why We Need Continuous Delivery? (3/3)

- However, we can’t do 1t “By” one time -




What is Continuous Delivery? (1/2)

- Concept Diagram -

Release

Continuous
Delivery

IIII Networked Computing Systems Lab. nhalashaa.com



http://nalashaa.com/introduction-continuous-delivery/

What is Continuous Delivery? (2/2)

- Continuous Delivery Pipeline -

@».

continuous delivery @
‘g y

deliver fast, deliver frequent!

repnmtury

sagng ol
powered by
& Jenkins

T
III Networked Computing Systems Lab. http://www.people10.com/



Software Development Methodology Evolution:
Waterfall, Agile, Continuous Delivery (1/2)

Software
Maturity

memmmmm \\/aterfall

e Agile

mmmmmm  Continuous Delivery

S




Software Development Methodology Evolution:
Waterfall, Agile, Continuous Delivery (2/2)

Risk

memmmmm \\/aterfall

e Agile

mmsssss  Continuous Delivery

S




Software Development Methodology Evolution:
Monolithic Applications =» Microservice

Monolithic Architecture Microservice Architecture
@ O
Monolithic
wwsaL Architecture ADAPTER
Q ADAPTER API REST REST
PASSENGER GATEWAY APl | PASSENGER API BILLING
“a MANAGEMENT
REST TWILIO
API ADAPTER
CI REST REST
- PASSENGER API DRIVER APL [ paYMENTS
. WEB UI MANAGEMENT
DRIVER
MANAGEMENT MANAGEMENT
SENDGRID
“.'_,E,B ADAPTER TwiLo
AAAAAA
- . REST REST
DRIVER API TRIP API
.‘, WEB Ul MANAGEMENT NOTIFICATION
R STRIPE % . .. .. g
ADAPTER
SEMDGRID
ADAPTER

G
T
III https://www.nginx.com/blog/introduction-to-microservices/



Continuous Delivery: How (1/3)
- Workflow -

Version Control Cl Server
Code Quality Tool Build Automation Tool

@ * Pylint 2
7 \S PEPS Lint

9
m 1 git -

&




Continuous Delivery: How (2/3)
- More detailed workflow -

Commit

GitHub% @

Bitbucket

5 i
Polling .
o &

Jenkins cluster x
(7 /
<y
v~
IJ
]

CD Server
(Master)

o Deploy

Arm Slave
(Slave)

*¥Inner part of red border is
what we have done.




Continuous Delivery: How (3/3)

- Useful tools -
. Git & SVN
O git AADE P22 Qo HH el Alag
HYg St 22 AC B, HH B2|5 YB)ME THE
inuous Integration Software

SOl AEQ| HEEREH HAE,
NEF 2™ e 5= UL

Docker

Container 0| Al 7}Et SIS QEAA T 2N E

HE=2|AHO|Hel EE S == X2t ot=0 &8 = 711

Ct.




Continuous Delivery Demonstration

Continuous Delivery of Web Services over SmartX
Multi-site Cloud Playground

g%ommt
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Thank you!
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